33 1 Vol.33 No.1
2012 1 Journal on Communications January 2012

450002

(MRLR, multi-resolution low rank)
MRLR 10%
MRLR O(n)

TP393.08 A 1000-436X (2012)01-0182-09

Network traffic detection based on multi-resolution low rank model

CHENG Guo-zhen, CHENG Dong-nian, YU Ding-jiu
(National Digital Switching System Engineering & Techno gical R& D Center, Zhengzhou 450002, China)

Abstract: Because network traffic was usualy characterized by its higher-dimensional features, related detectors and
classifiers for identifying traffic anomalies were suffering the increased complexity. Several key observations given by
existing studies showed that network anomalies were distributed typically in a sparse way, and each of anomalies was es-
sentially characterized by its lower-dimensional features. Based on this important finding, a novel model detecting
traffic anomalies—multi-resolution low rank (MRLR) was developed. The proposed MRLR allowed us to dynamically
filter the “ proper” feature sets and then to classify anomalies accurately. The validation shows that MRLR can accurately
reduce the dimensions of flow features to lower than 10%, on the other hand, the complexity of MRLR-classifiers is O(n).

Key words: anomaly detection; feature filtering; multi-resolution analysis; low-rank distribution
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